




















































































































































































































































































































Our consideration of internal control over financial reporting was for the limited purpose described in the
first paragraph of this section and would not necessarily identify all deficiencies in internal control that
might be significant deficiencies or material weaknesses. We did not identify any deficiencies in internal
control over financial reporting that we consider to be material weaknesses, as defined above.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Commission’s financial statements are free of
material misstatement, we performed tests of its compliance with certain provisions of laws, regulations,
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. However, providing an opinion on compliance with those
provisions was not an objective of our audit and, accordingly, we do not express such an opinion. The
results of our tests disclosed no instances of noncompliance or other matters that are required to be
reported under Government Auditing Standards.

We noted certain matters that we reported to management of the Commission in a separate letter dated
June 29, 2007.

This report is intended solely for the information and use of the Commissioners, management, the state of
Louisiana Legislative Auditor, and federal awarding agencies and pass-through entities, and is not
intended to be and should not be used by anyone other than these specified parties.

KPMe LLP

June 29, 2007




KPMG LLP

Suite 1900

333 Texas Street
Shravaport, LA 71101-3602

Independent Auditors’ Report on Compliance With Requnirements Applicable to Each
Major Program and on Internal Control Over Compliance in Accordance With
OMB Circular A-133 and on the Schedule of Expenditures of Federal Awards

Members of the Caddo Parish Commission
Caddo Parish Courthouse
Shreveport, Louisiana:

Compliance

We have audited the compliance of the Caddo Parish Commission (the Commission) with the types of
compliance requirements described in the U.S. Office of Management and Budget (OMB) Circular A-133
Compliance Supplement that are applicable to its major federal programs for the year ended
December 31, 2006, The Commission’s major federal programs are identified in the summary of auditors’
results section of the accompanying schedule of findings and questioned costs. Compliance with the
requirements of laws, regulations, contracts, and grants applicable to each of its major federal programs is
the responsibility of the Commission’s management. Our responsibility is to express an opinion on the
Commission’s compfiance based on our audit.

We conducted our audit of compliance in accordance with U.S. generally accepted auditing standards; the
standards applicable to financial audits contained in Goverrment Auditing Standards, issued by the
Comptroller General of the United States; and OMB Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations. Those standards and OMB Circular A-133 require that we plan and
perform the audit to obtain reasonable assurance about whether noncompliance with the types of
compliance requirements referred to above that could have a direct and material effect on a major federal
program occurred. An audit includes examining, on a test basis, evidence about the Commission’s
compliance with those requirements and performing such other procedures as we considered necessary in
the circumstances. We believe that our audit provides a reasonable basis for our opinion. Our audit does
not provide a legal determination of the Commission’s compliance with those requirements,

In our opinion, the Commission complied, in all material respects, with the requirements referred to above
that are applicable to each of its major federa! programs for the year ended December 31, 2006.

Internal Control Over Compliance

The management of the Commission is responsible for establishing and maintaining effective internal
control over compliance with requirements of laws, regulations, contracts, and grants applicable to federal
programs. In planning and performing our audit, we considered the Commission’s internal control over
compliance with requirements that could have a direct and material effect on a major federal program in
order to defermine our auditing procedures for the purpose of expressing our opinion on compliance but
not for the purpose of expressing an opinion on the effectiveness of internal contro! over compliance.

Accordingly, we do not express an opinion on the effectiveness of the Commission’s internal control over
comphiance.
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A control deficiency in an entity’s internal control over compliance exists when the design or operation of
a control does not allow management or employees, in the normal course of performing their assigned
functions, to prevent or detect noncompliance with a type of compliance requirement of a federal program
on a timely basis. A significant deficiency is a control deficiency, or combination of control deficiencies,
that adversely affects the entity’s ability to administer a federal program such that there is more than a
remote likelihood that noncompliance with a type of compliance requirement of a federal program that is
more than inconsequential will not be prevented or detected by the entity’s internal control.

A material weakness is a significant deficiency, or combination of significant deficiencies, that results in
more than a remote likelihood that material noncompliance with a type of compliance requirement of a
federal program will not be prevented or detected by the entity’s intemal control.

Our consideration of intemal control over compliance was for the limited purpose described in the first
paragraph of this section and would not necessarily identify all deficiencies in the entity’s internal control
that might be significant deficiencies or material weaknesses. We did not identify any deficiencies in
internal contro! over compliance that we consider to be material weaknesses, as defined above.

Schedule of Expenditures of Federal Awards

We have audited the financial statements of the governmental activities, each major fund, the aggregate
remaining fund information, each nonmajor governmental, internal service, and fiduciary fund of the
Commission as of and for the year ended December 31, 2006, and have issued our report thereon dated
June 29, 2007, which included an adverse opinion on the omission of the aggregate discretely presented
component units. Qur audit was performed for the purpose of forming opinions on the financial statements
that, collectively, comprise the Commission’s basic financial statements. The accompanying schedule of
expenditures of federal awards is presented for purposes of additional analysis as required by OMB
Circular A-133 and is not a required part of the basic financial statements. Such information has been
subjected to the auditing procedures applied in the audit of the basic financial statements and, in our
opinion, is fairly stated, in all material respects, in relation to the basic financial statements taken as a

whole.
This report is intended solely for the information and use of the Commissioners, management, the state of

Louisiana Legislative Auditor, federal awarding agencies, and pass-through entities, and is not intended to
be and should not be used by anyone other than these specified parties.

KPma P

June 29, 2007



CADDO PARISH COMMISSION
Shreveport, Louisiana

Schedule of Expenditures of Federal Awards

Year ended December 31, 2006

Federal Grant number/
CFDA pass-through Federal
Grantor title number number expenditures
U.S. Department of Agriculture
Pass-through State Department of Food and
Nutrition Services — Food Nutrition Grant 10.555 05-SF5-042 $ 58,216
Total U.S. Department of Agricuiture 58,216
U.S. Department of Housing and Urban Development
Section 8 Housing Assistance Program 14.871 LA 184V003-005 412,614
Total U.S. Department of Housing and
Urban Development 412,614
U5, Department of Justice
Pass-through Louisiana Commission on Law Enforcement
and Administration of Criminal Justice:
Title V Delinquency Prevention Program
(Truancy Grant) 16.548 W02-1-002 24,553
Title I - Reducing Gun Violence 16.509 F03-8-004 27,489
Juvenile Accountability Incentive Block Grant 16.523 A98-8-03 45,629
Total U.S. Department of Justice 97,671
U.S. Department of Homeland Security
Pass-through Caddo/Bossier Office of Homeland Security
— Homeland Security Grant 97.067 017-99017-01 14,911
Total U.S. Department of Homeland Security 14,911
U.S. Department of Health and Howmnan Services
Pass-through Louisiana Department of Health and
Hospitals:
Substance Abuse and Mental Health Services —
Access to Recovery 93.275 H79-TI16799-01 81,412
Social Services Block Grant — Juvenile Justice
Services Integration 93.667 046-290 55,578
Pass-through Louisiana Office of Youth Development
Title IV-E of the Social Security Act — Federal Payments
for Foster Care and Adoption Assistance 93.658 0301-LA-1401 401,576
Head Start 93.600 06CHG376/25 §,600,000
Total U.S. Department of Health and
Human Services 9,138,566
U.S. Department of Education
Pass-through Caddo Parish School Board — Title 1 Grants
to Local Educational Agencies — Basic Grant Program 84010 N/A 32,773

Totat U.S. Department of Education

See accompanying notes to schedule of expenditures of federal awards.
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CADDO PARISH COMMISSION
Shreveport, Louisiana

Notes to Schedule of Expenditures of Federal Awards
December 31, 2006

(I} General

The accompanying schedule of expenditures of federal awards includes the federal grant activity of the
Caddo Parish Commission’s (the Commission) primary government and is presented using the modified
accrual basis of accounting. The information in this schedulz is presented in accordance with the
requirements of OMB Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations. Therefore, some amounts presented in this schedule may differ from amounts presented in,
or used in the preparation of, the Commission’s primary government financial statements.

(2) Subrecipients

Of the federal expenditures presented in the schedule, the Commission provided federal awards to
subrecipients as follows:

Federal Amount
CFDA provided to
Program title number subrecipients
Head Start 93.600 $ 8,600,000




CADDO PARISH COMMISSION
Shreveport, Louisiana

Schedule of Findings and Questioned Costs
Year ended December 31, 2006

Section 1 — Summary of Auditor’s Results
Primary Government Financial Statements

Type of report issued: Adverse opinion for the discretely presented component units and unqualified opinion on
the primary government

Internal control over financial reporting:

s  Material weaknesses identified? No

» Significant deficiencies in internal control were disclosed by the audit of the primary government financial
statements? None reported

Noncompliance material to primary government financial statements noted? No
Federal Awards
Internal control over major program:
»  Material weaknesses identified? No
» Significant deficiencies in internal control over major program? No
Type of auditor’s report issued on compliance for major program: unqualified opinion

Any audit findings disclosed that are required to be reported in accordance with section 510(a) of OMB Circular
A-1337No

Identification of major program;

CFDA number Name of federal program or cluster
93.600 United States Department of Health and Human Services — Head
Start
14.871 United States Department of Housing and Urban Development —

Section 8 Housing Assistance Program

Dollar threshold used to distinguish between Type A and Type B programs: $300,000

Auditee qualified as a low-risk auditee under section 530 of OMB Circular A-133: Yes

7 (Continued)




CADDO PARISH COMMISSION
Shreveport, Louisiana

Schedule of Findings and Questioned Costs
Year ended December 31, 2006

Section 2 — Primary Government Financial Statement Findings

None

Section 3 — Federal Award Findings and Questioned Costs

None




Suite 1800
333 Texas Street
Shreveport, LA 71101-3692

June 29, 2007

CONFIDENTIAL

The Members of the Caddo
Parish Commission

Dear Commissioners:

We have audited the financial statements of the governmental activities of the Caddo Parish Commission
(the Commission) and the combining, individual fund, and government-wide financial statements of the
Commission as of and for the year ended December 31, 2006, and have issued our report thereon dated
June 29, 2007. In planning and performing our audit of the financial statements of the Commission, we
considered internal control in order to determine our auditing procedures for the purpose of expressing our
opinion on the financial statements but not for the purpose of expressing an opinion on the effectiveness of
the Commission’s internal control. Accordingly, we do not express an opinion on the effectiveness of the
Commission’s internal control,

During our audit, we noted certain matters involving internal control and other operational matters that are
presented for your consideration. These comments and recommmendations, all of which have been
discussed with the appropriate members of management, are intended to improve internal control or result
in other operating efficiencies and are summarized as follows:

INFORMATION TECHNOLOGY (IT)

Segregation of Duties conflicts — A formal segregation of duties process has not been adopted by the
Commission. The lack of formally defined segregation of duties requirements for financial systems
increases the probability of users gaining access to financial application functions that may conflict with
financial process segregation of duties responsibilities. We recommend that IT and business unit
management formally document segregation of duties responsibilities and assess IT user access to confinm
that no segregation of duties issues exists. The results of this review should be documented and retained
for audit purposes.

Management’s Response — Due to the small size of the Information Services (IS) Division (three
employees), segregation of duties js inherently not possible. It is extremely critical to the Commission’s
operations that all three employees in the division can backup each other at any point. Since the duties of
the IS Division can not be fully segregated, the following compensating controls are in place or will be put
in place to reduce the risk of errors or irregularities:

» Access to the computer system is controlled through the Change Control Form, which is used to

document all access rights to the system and must be approved by the supervisor, department head,
Director of Finance, and the IS Manager.

KPMG LLF, & U.S. kmited kakrlity paringrship, 15 the U.&.
member irm of KPMG Internationsl, a Swiss cooperative.



The Members of the Caddo
Parish Commission

June 29, 2007

Page 2

s The IS Manager will conduct periodic reviews of all access rights internal to the financial system
and the network itself to ensure that rights controlled through the change control form are in fact
implemented as the form indicates, This review will also provide all department directors with a
listing of access granted to individual users based on security templates and security groups.
Department heads will have to verify their users’ rights by signature. The review will be fully
documented and maintained on file in Information Systems.

The Director and Assistant Director of Finance review the financial records of the Commission on a
monthly basis which includes a review of the individuals responsible for performing certain transactions.

Formal approvals and review of access rights — No formal documentation exists for the changes to
rights or review of rights in the system. The lack of formally defined approvals of users’ access rights
increases the possibility that users have inappropriate access to financial systems. We recommend that IT
and business unit management formally document all approvals of access rights and also review users
rights on a periodic basis going forward. The results of this review should be documented and retained for
audit purposes.

Management’s Response — In the second quarter of 2006, the Commission instituted a change control
form in response to a similar finding for the 2005 audit. All access to systems, email addresses, account
creation and removal, firewall port requests, remote access, etc. are controlled through this form which
must be reviewed and signed by a supervisor, the Human Resources Manager, the Finance Director, and
the Information Services Manager, as appropriate. Several of the completed change forms were reviewed
during KPMG’s examination and KPMG matched new employees with forms to ensure that a form had
been completed for new hires. As noted above, we will also conduct periodic reviews of all access rights
internal to the financial system and the network itself.

Use of default administrator ids — During our examination of backup job run logs, it was discovered that
some administrator accounts on key financial servers may still be the manufacturer’s default ids. The use
of default ids increases the risk of unauthorized access to critical financial servers. We recommend that
default administrator system accounts be modified and if applicable, the default passwords changed.

Management’s Response — There are currently no accounts in use that have “default” credentials in use.
The backup program uses the appropriate system accounts to perform the backup function on various
servers and these system accounts do not use “default” passwords.

False Positive Errors — During our examination of backup job run logs, it was discovered that false
positive errors appeared on the job report related to a script no longer utilized by the Commission.
Therefore, the system failed to backup a job with a script that did not exist. We recommend these false
positive errors be corrected so they do not appear in the error reports.

Management’s Response - False positive errors appear in the backup log because the backup program is
configured to perform a full backup of our servers. A few of our servers run Microsoft SQL database
which requires special backup “agent” software to use to back it up. One server does not have this special
agent and thus the backup software cannot open the SQL files and generates the error messages. Microsoft
SQL has a built-in maintenance facility that allows backups to be scheduled and performed automatically.
We use this feature on this server to backup the database files to a location on this same server. The
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backup software can and does successfully backup these SQL generated backup files. We will modify the

backup job so that it will not try to backup the SQL database directly, which will eliminate the “false
positive” errors in the backup log.

kk ko k ok k

It should be noted that our audit procedures are designed primarily to enable us to form an opinion on the
financial statements and, therefore, may not bring to light all weaknesses in systems and procedures which
may exist. We aim, however, to use our knowledge of the Cominission’s organization gained during our
work to make comments and suggestions which we hope will be useful to you.

We would like to take this opportunity to thank the personnel of the Commission for their cooperation and
assistance during the audit.

This report is intended solely for the information and use of the Members of the Commission,
management, the Louisiana Legislative Auditor, and federal awarding agencies and is not intended to be
and should not be used by anyone other than these specified parties.

Very truly yours,

KPmes P




THE PARISH OF CADDO
DEPARTMENT OF FINANCE AND HUMAN RESOURCES  wonrrnmeny v,

P O. Box 1127
Shreveport, LA 71163-1127

Erica R. Bryant Hayley B. Barneu
DIRELTOR ASSTART DIRECTOR

(318) 226-6920 (518) 226-6921
Fax (318) 429-7609

hn G. “Jack™ Ad
June 20, 2007 o s dacic Adger
(318) 226-6903
Fax (318) 226-6909

Cheryl McGee
Mr. Woodrow Wilson, Jr. (318) 226 6906
Parish Administrator and Chief Executive Officer Fax (318) 429-7616
Caddo Parish Commission
P.O Bax 1127
Shreveport. LA 71163-1127

Dear Mr. Wilson:

At the conclusion of each annual audit, our auditors, KPMG LLP, issue a letter containing
certain comments pertaining to our system of internal control and general operating procedures.
This document is commonly referred to as the “Management Letter” and represents a valuabie
by-product of the audit process. These Management Letters contain suggestions for improving
the operational efficiency and the system of accounting control over Parish funds and other
assets. These recommendations are important as they were developed from the auditors’
independent view point and vast business experience. It is management’s intention to implement

and adopt such Management Letter suggestions wherever possible.

As in past years, the auditors did not identify any condition that would represent a material
weakness of internal control. In the Management Letter dated May 17, 2007, several items were
recommended that could enhance our existing systems and procedures. Following are the
auditors’ comments along with our response to those comments:

INFORMATION TECHNOLOGY (IT)

Segregation of duties cenflicts — A formal segregation of duties process has not been adcpted
by the Commission. The lack of formally defined segregation of duties requirements for
financial systems increases the probability of users gaining access to financial application
functions that may conflict with financial process segregation of duties responsibilities. We
reccommend that IT and business unit management formally document segregation of duties
responsibilities and assess [T user access to confirm that no segregation of duties issues exisi.
The results of this review should be documented and retained for audit purposes.

RESPONSE - Due to the small size of the Information Services (IS) Division (three
employces). segregation of duties is inherently not possible. It is extremely critical to the
Commission’s operations that all three employees in the division can backup sach other at any
point.  Since the duties of the IS Division can not be fully segregated. the following
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compensating controls are in place or will be put in place to reduce the risk of errors or
irregularities.

e Access to the computer system is controlled through the Change Control Form which is
used to document all access rights to the system and must be approved by the supervisor,
department head, Director of Finance, and the IS Manager.

o The IS Manager will conduct periodic reviews of all access rights internal to the financial
system and the network itself to ensure that rights controlled through the change control
form are in fact implemented as the form indicates. This review will also provide all
department directors with a listing of access granted to individual users based on security
templates and security groups. Department heads will have to verify their users’ rights by
signature. The review will be fully documented and maintained on tile in Information
Systems.

¢ The Director and Assistant Director of Finance review the financial records of the
Commission on a monthly basis which includes a review of the individuals responsible
for performing certain transactions.

Formal approvals and review of access rights — No formal documentation exists for the
changes to rights or review of rights in the system. The lack of formally defined approvals of
users’ access rights increase the possibility that users have inappropriate access to financial
systems. We recommend that IT and business unit management formally document all approvals
of access rights and also review users rights on a periodic basis going forward. The results of
this review should be documented and retained for audit purposes.

RESPONSE - In the second quarter of 2006, the Commission instituted a change control form
in response to a similar finding for the 2005 audit. All access to systems, email addresses.
account creation and removal, firewall port requests, remote access, etc. are controlled through
this form which must be reviewed and signed by a supervisor, the Human Resources Manager.
the Finance Director, and the Information Services Manager as appropriate. Several of the
completed change forms were reviewed during KPMG’s examination and KPMG matched new
employees with forms to ensure that a forin had been compleied tor new hires. As noted above,
we will also conduct periodic reviews of all access rights internal to the financial system and the
network itself.

Use of default administrator ids — During our examination of backup job run logs, it was
discovered that some administrator accounts on key financial servers may still be the
manutfacturer’s default ids. The use of default ids increases the risk of unauthorized access to
critical financial servers. We recommend that default administrator system accounts be modified
and if applicable. the default passwords changed.

RESPONSE - There are currently no accounts in use that have “default” credentials in use. The
backup program uses the appropriate system accounts to perform the backup function on various
servers and these system accounts do not use “default” passwords.



Woodrow Wilson, Jr..
June 20, 2007
Page 3

False positive errors — During our examination of backup job run logs, it was discovered that
false positive errors appeared on the job report related to a script no longer utilized by the
Commission. Therefore, the system failed to backup a job with a script that did not exist. We
recommend these false positive errors be corrected so they do not appear in the error reports.

RESPONSE - False positive errors appear in the backup log because the backup program is
configured to perform a full backup of our servers. A few of our servers run Microsoft SQL
database which requires special backup “agent” software to use to back it up. One server does
not have this special agent and thus the backup software cannot open the SQL files and generates
the error messages. Microsoft SQL has a built-in maintenance facility that allows backups to be
scheduled and performed automatically. We use this feature on this server to backup the
database files to a location on this same server. The backup software can and does successfully
backup these SQL generated backup files. We will modify the backup job so that it will not try to
backup the SQL database directly which will eliminate the “false positive” errors in the backup

log.
Sincerely, ? J
Erica R. Bryant
Director of Finance/HR

ERB/md

c: Mr. Carl Pierson, Commission President

KPMG LLP



